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PCI DSS OVERVIEW
PCI DSS (Payment Card Industry Data Security Standard) is a pragmatic set of best
practices and security measures that any organization must follow if they accept and
handle cardholder data online. The standard encompasses network security, data
protection, data encryption, system security, access control, ongoing monitoring and
testing and security policy development.
PCI DSS was created in response to the increasing problem of security breaches in
which thousands of customers have had credit card information stolen or
compromised. It is the result of collaboration between major card companies under the
auspices of the PCI Security Standards Council, founded by American Express,
Discover Financial Services, JCB International, MasterCard Worldwide, and Visa, Inc.
The PCI DSS standard was introduced in 2004 and has seen several revisions as both
best practices and threats to cardholder data have increased in sophistication.
The PCI DSS standard requires organizations to develop policies and implement
measures to ensure the secure management of credit card data and to impose
controlled access to the networks over which customers’ card information is sent.
Compliance with PCI DSS is mandatory for organizations that process credit card
transactions online. Organizations who wish to achieve Merchant ID status must
demonstrate a base level of compliance and are subject to regular audits.
Any merchant that fails to meet the requirements of PCI DSS exposes themselves to
greater risk of fraud, including liabilities to costs resulting from breaches of cardholder
data, and may also incur higher processing fees from credit providers.
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Key Acronyms
PCI: Payment Card Industry
PCI SSC: PCI Security Standards Council,
an industry standard group that, amongst
other activities, promotes the PCI DSS.
PCI DSS: PCI Data Security Standard, a
statement of best practices and security
measures for organizations handling
cardholder data.
ADC: Application Delivery Controller, a
software or hardware system that load
balances and manages traffic to clusters of
application servers.
WAF: Web Application Firewall, a software
or hardware system that monitors
application traffic to networked applications
and secures them against a range of threats
and vulnerabilities.

Read more
Review the PCI DSS Quick Reference
Guide, at
https://www.pcisecuritystandards.org/pdfs/p
ci_ssc_quick_guide.pdf
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1.1 Key requirements of the PCI DSS standard
The PCI DSS standard defines 12 key requirements in 6 categories:
Build and Maintain a Secure Network
•
•

Requirement 1: Install and maintain a firewall configuration to protect cardholder data
Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters

Protect Cardholder Data
•
•

Requirement 3: Protect stored cardholder data
Requirement 4: Encrypt transmission of cardholder data across open, public networks

Maintain a Vulnerability Management Program
•
•

Requirement 5: Use and regularly update anti-virus software
Requirement 6: Develop and maintain secure systems and applications

Implement Strong Access Control Measures
•
•
•

Requirement 7: Restrict access to cardholder data by business need-to-know
Requirement 8: Assign a unique ID to each person with computer access
Requirement 9: Restrict physical access to cardholder data

Regularly Monitor and Test Networks
•
•

Requirement 10: Track and monitor all access to network resources and cardholder data
Requirement 11: Regularly test security systems and processes

Maintain an Information Security Policy
•

Requirement 12: Maintain a policy that addresses information security
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Stingray Traffic Manager solutions to gaining PCI DSS compliance
The PCI DSS requirements are met through a combination of organizational processes and technical systems. There is no single
‘silver bullet’ to achieve PCI DSS compliance, but careful selection of technology can expedite the process, freeing the
organization to concentrate on its unique value-generating activities.

2.1 Stingray Traffic Manager
Stingray Traffic Manager is the market leader in ‘Soft Application Delivery Controllers’, flexible software alternatives to proprietary
hardware Application Delivery Controllers and Load Balancers. Stingray Traffic Manager is deployed within an application
infrastructure to manage and secure all application traffic to and from the networked application.

Stingray Traffic Manager software is deployed in front of clusters of applications and can secure and manage all application traffic.

Stingray Traffic Manager’s built-in traffic management capabilities and security features can assist in meeting many of the subpoints of the 12 PCI DSS requirements.

2.2 Stingray Application Firewall
Stingray Application Firewall is available either as an add-on option for Stingray Traffic Manager, or as a stand-alone platform, to
inspect and secure web application traffic against a wide range of threats and vulnerabilities.
When Stingray Application Firewall is deployed with basic protection correctly configured, it is sufficient to meet the specific
requirement of PCI DSS section 6.6, namely:
For public-facing web applications, address new threats and vulnerabilities on an ongoing basis and ensure these
applications are protected against known attacks by either of the following methods:
•

Reviewing public-facing web applications via manual or automated application vulnerability security assessment tools or
methods, at least annually and after any changes

•

Installing a web-application firewall in front of public-facing web applications

Stingray Application Firewall is an appropriate Web Application Firewall for this purpose.
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Securing your Infrastructure with Stingray Traffic Manager and Stingray Application Firewall
Stingray Traffic Manager contributes towards many of the requirements of PCI DSS.

Build and Maintain a Secure Network
Requirement 1: Install and maintain a firewall configuration to protect cardholder data
Stingray Traffic Manager functions as a full proxy, only relaying traffic that it is configured to do so. It can implement IP masquerading (requirement 1.5) to prevent
internal server addresses from being revealed to external clients, and to prevent direct connections from external clients to internal servers.
Stingray Traffic Manager’s mode of operation only permits protocols that are explicitly configured. This may be used to implement the functionality of a network
firewall as specified by requirement 1, but for convenience and clarity of compliance, an organization will almost always deploy a dedicated network firewall in
addition to the Stingray Traffic Manager system.
Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters
All Stingray Traffic Manager systems allow easy modification of system passwords and other security parameters, and this is documented as best practice in
Stingray Traffic Manager deployment guidelines.
Access to the various management interfaces (Web, SNMP, SOAP, internal communications) can be restricted to particular networks (for example, an internal
management network only) and is protected by encryption where the protocol allows.

Protect Cardholder Data
Requirement 3: Protect stored cardholder data
The Stingray Traffic Manager system inspects all incoming and outgoing traffic. Meeting requirement 3 would generally be regarded as a task for a Web
Application Firewall (e.g. Stingray Traffic Manager ), but Stingray Traffic Manager can play a part in reinforcing such protection. For example, Stingray Traffic
Manager’s TrafficScript and Java™ Extensions can implement a security policy to meet requirement 3.5 (mask primary account number), although Stingray Traffic
Manager offers a more complete and sophisticated solution.
Requirement 4: Encrypt transmission of cardholder data across open, public networks
Stingray Traffic Manager fully supports SSL and TLS standards for encrypting, securing and tamperprotecting data that is transmitted over public or internal
networks. Stingray Traffic Manager can perform encryption on one or both sides of the network, while decrypting and inspecting traffic internally.
The different encryption methods supported by SSL and TLS have varying degrees of security, largely defined by the effective key size that is negotiated. Stingray
Traffic Manager enforces a default security policy that forbids clients to use encryption methods that are judged to be insufficiently secure.
Specific items of data – for example, cookies or passwords – can be selectively encrypted by the Stingray Traffic Manager device. Stingray Traffic Manager
implements a complete ‘cookie jar’ solution to transparently encrypt and authentication all client side cookies used by an application.
Additionally, Stingray Traffic Manager supports various encryption hardware, for full FIPS-140 compliant encryption key management.

Maintain a Vulnerability Management Program
Requirement 5: Use and regularly update anti-virus software
This requirement is met by installing appropriate anti-virus software on systems that are commonly affected by viruses; Stingray Traffic Manager and the host
system is generally not affected by this requirement.
Requirement 6: Develop and maintain secure systems and applications
Stingray This requirement outlines a set of processes that should be followed to ensure that system components are up-to-date and applications are developed,
tested and updated in a well-defined manner.
Section 6.6 mandates that all web-facing applications are protected against known attacks by applying either an independent code review or a Web Application
Firewall. A clarification issued by the PCI1 defines precisely what is required of a Web Application Firewall.
Stingray Traffic Manager is able to meet all of the requirements of the PCI DSS.

1

https://www.pcisecuritystandards.org/pdfs/infosupp_6_6_applicationfirewalls_codereviews.pdf
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Implement Strong Access Control Measures
Requirement 7: Restrict access to cardholder data by business need-to-know
This requirement ensures that critical data can only be access by authorized personnel. Where data is accessed using a web-based application, via Stingray
Traffic Manager, data access policies can be applied using Stingray Traffic Manager to ensure that access control criteria are met. For example, Stingray Traffic
Manager can restrict access to particular web applications to users from trusted networks, with valid access credentials (including client certificates). Stingray
Traffic Manager’s access controls are often used to augment or reinforce the access controls built into the application itself.
Requirement 8: Assign a unique ID to each person with computer access
This requirement specifies that each user accessing the system should be assigned a unique identifier to assist in access control and auditing.
Stingray Traffic Manager can assist in meeting this requirement by providing a central point of entry to authenticate, identify and log all user activity. With Stingray
Traffic Manager’s Java Extensions, a wide range of access control methods can be imposed from a single location, ensuring that every transaction admitted to the
system is authenticated, and all actions are fully logged.
Requirement 9: Restrict physical access to cardholder data
Stingray Traffic Manager’s access control capabilities reduce the need to give individuals direct physical access to cardholder data.

Regularly Monitor and Test Networks
Requirement 10: Track and monitor all access to network resources and cardholder data
Stingray Traffic Manager is positioned as a single point of entry to all network resources. It can log and track all user activities, logging all transactions in a variety
of formats. Critical user events can be intercepted and alerts raised by Stingray Traffic Manager and Stingray Traffic Manager . Stingray Traffic Manager is
commonly used as a diagnostic tool, debugging new applications and suspicious user sessions. Stingray Traffic Manager includes a heuristic ‘learning mode’ that
tracks common use activities and suggests white-list rules to enforce known good behaviour; these rules can be deployed in ‘shadow’ mode to test before
deployment.
Requirement 11: Regularly test security systems and processes
The PCI DSS standard recommends frequent scans to ensure that security is maintained over time and with any changes in the software.
Where necessary, Stingray Traffic Manager can facilitate security scanning, managing the security traffic in such a way as to minimize the effect on the live
systems. Simple techniques like rate shaping ensure that security scans do not overwhelm the infrastructure, and if desired, Stingray Traffic Manager can be used
to segregate back-end clustered servers so that each can be tested in turn, while user traffic is directed to the remaining servers.

Maintain an Information Security Policy
Requirement 12: Maintain a policy that addresses information security
Stingray Traffic Manager makes it easy to map business security policies into application traffic rules that clearly and unambiguously enforce the policy to network
resources. Stingray Traffic Manager security policies can be easily developed and modified as business policies change and evolve.
Full request logging can be used to verify that security policies are correctly deployed and are fully effective
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Web Application Firewalling with Stingray Traffic Manager
The PCI DSS standard requires that organizations install a Web Application
Firewall in front of public-facing web applications (as an alternative to costly
annual code reviews):
For public-facing web applications, address new threats and vulnerabilities on
an ongoing basis and ensure these applications are protected against known
attacks by either of the following methods:
•

Reviewing public-facing web applications via manual or automated
application vulnerability security assessment tools or methods, at
least annually and after any changes

•

Installing a web-application firewall in front of public-facing web
applications

The function and operation of the Web Application Firewall is not specified in the
PCI DSS document; readers should refer to the supplementary document
‘Information Supplement: Requirements
6.6 Code Reviews and Application Firewalls Clarified’3.

Information Supplement:
Requirements 6.6 Code Reviews
and Application Firewalls Clarified
https://www.pcisecuritystandards.org/pdfs/in
fosupp_6_6_applicationfirewalls_coderevie
ws.pdf

The ‘Information Supplement’ lists a set of recommended capabilities that a Web
Application Firewall should meet. These capabilities define the recommended mode
of operation of the firewall, and the types of threats it should defend against.
Stingray Traffic Manager , with appropriate basic configuration, meets these recommendations and is sufficient to meet the
stipulations of PCI DSS 6.6.

4.1 Recommended configuration of Stingray Traffic Manager
Stingray Traffic Manager is an additional software module that can be installed on
Stingray Traffic Manager. All incoming and outgoing application traffic is intercepted
by Stingray Traffic Manager, and an ‘Enforcer’ rule is used to pass traffic to the
inspection engine.
4.1.1 Rulesets
Stingray Traffic Manager applies security policies (rulesets) to the traffic to and from
your applications (identified by HTTP host headers). An application is protected by a
configured ‘protection’ ruleset, and it is possible to also run an additional ruleset
alongside in ‘detection’ mode. Security policies in both rulesets are evaluated;• the
‘protection’ policies are enforced, and the ‘detection’ policies are simply logged. This
makes it easy to test changes to an active ruleset, deploying it in ‘detection’ mode
without lowering the security afforded by the ‘protection’ ruleset.

Technical note:
Stingray Traffic Manager may be configured
to selectively bypass Stingray Traffic
Manager for some traffic. This is an
appropriate optimization to improve site
performance. The Merchant will need to
demonstrate that the traffic that is permitted
does not pose any threat to the back-end
applications. This is typically achieved with a
‘white-list’ of known good requests (e.g. well
formed requests for images, style sheets
and other resources that do not incur
application-specific processing); any traffic
that does not match this white-list is
inspected by default.

A ruleset is initially created using a series of Wizards to configure the recommended security policies, and can then be edited after
creation to fine-tune the behavior if necessary. The wizards include:
•

The Baseline Protection Wizard creates a comprehensive policy that protects against known and suspected
vulnerabilities and attacks. It uses a large signature database; updates are regularly distributed and can be applied in
protection or detection mode. It gives effective protection against invalid input, such as crosssite scripting (XSS) attacks,
injection attacks (e.g. SQL injection) and malicious file execution (e.g. cmd.exe);

•

The Parameter Validation Wizard extends the capabilities of baseline protection policies by facilitating the creation of
site-specific rules to recognize suspicious input and validate request parameters;

•

The Payment Card Industry Wizard provides an additional line of security by inspecting all outgoing traffic for credit card
numbers. The PCI DSS specification (section 3.3) mandates that credit card numbers (PANs) must be masked so that
no more than the first 6 and last 4 digits may be displayed. If necessary, Stingray Traffic Manager will mask out in-theclear credit card numbers and log this action so that it can be investigated and the vulnerability addressed.
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•

The Secure Session Wizard configures a Cookie Jar Handler to encrypt and secure all session cookies between the end
user and the application, replacing them with a unique, cryptographically secure session cookie. This creates effective
protection against session spoofing and hijacking.

Additionally, the Suggest Rules Wizard and Parameter Ruleset Creation Wizard process transaction logs and make intelligent
recommendations of additional protection rules that may be deployed.
Rulesets are implemented by a series of handlers that are configured by the wizards described above. In ‘Expert mode’, the many
handlers that Stingray Traffic Manager applies to traffic many be configured in precise detail to apply the desired security
measures.
For example, the Protect Form Handler inspects and signs all hidden and protected form fields in outgoing web forms to prevent
tampering and drop traffic with suspicious discrepancies.

Evaluation of Stingray Traffic Manager against PCI DSS requirements
5.1 Recommended Capabilities and Considerations
The following list of recommended capabilities and considerations is taken from the PCI supplementary document “Information Supplement:
Requirements 6.6 Code Reviews and Application Firewalls Clarified”.
Recommended Capabilities
Stingray Traffic Manager and Stingray Traffic Manager reside on a
known server foundation with no dependencies on external services.
Servers may be configured to follow the local best practices.

Meet all applicable PCI DSS requirements pertaining to system
components in the cardholder data environment

All Stingray Traffic Manager and Stingray Traffic Manager passwords
can be changed with ease; multiple user accounts create audit trails; all
administration traffic is encrypted via SSL and can be restricted to
internal management networks.
Stingray Traffic Manager and Stingray Traffic Manager do not store or
generate any sensitive cardholder data, but are capable of inspecting
and masking any sensitive data, for example, using the Stingray Traffic
Manager Payment Card Industry Wizard.

React appropriately (defined by active policy or rules) to threats against
relevant vulnerabilities as identified, at a minimum, in the OWASP Top
Ten and/or PCI DSS Requirement 6.5.

Please refer to the OWASP Top Ten summary below.

Inspect web application input and respond (allow, block, and/or alert) based
on active policy or rules, and log actions taken.

Stingray Traffic Manager inspects all incoming and outgoing web traffic,
responds according to the security policy and (optionally) logs all actions
taken.

Prevent data leakage: have the ability to inspect web application output and
respond (allow, block, mask and/or alert) based on the active policy or
rules, and log actions taken.

Server Response rewriting effectively masks or drops outgoing traffic
that contains sensitive information such as credit card or social security
numbers.

Enforce positive and negative security models.

Stingray Traffic Manager enforces both models.

Inspect both web page content, such as HTML, DHTML and CSS, and the
underlying protocols that deliver content, such as HTTP and HTTPS

Stingray Traffic Manager inspects all of these content and protocol
types, and can inspect other content or protocols as required.

Inspect web services messages, if web services are exposed to the public
Internet (SOAP, XML).

Stingray Traffic Manager and Stingray Traffic Manager include
comprehensive XML document inspection and validation in addition to
HTTP/HTTPS validation and authentication.

Inspect any protocol (proprietary or standardized) or data construct
(proprietary or standardized) that is used to transmit data to or data are not
otherwise inspected at another point in the message flow.

This is a key capability of Stingray Traffic Manager’s deep traffic
inspection engine, driven by inspection rules written in TrafficScript or
Java.
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Defend against threats that target the WAF itself.

Stingray Traffic Manager and Stingray Traffic Manager run on a variety
of secure operating systems, with no external-facing services other than
those required to accept traffic. Organizations can apply their best
practices for their server platform of choice to Stingray Traffic Manager.

Support SSL and/or TLS termination

This is a core capability of Stingray Traffic Manager; Stingray Traffic
Manager also supports SSL and TLS encryption to back-end servers.

Additional Recommended Capabilities for Certain Environments
Prevent and/or detect session token tampering, for example by encrypting
session cookies, hidden form fields or other data elements used for session
state maintenance.

Stingray Traffic Manager ’s Session and Cookie Jar handlers protect
against session tampering. Form fields are secured using the Protect
Form handler.

Automatically receive and apply dynamic signature updates from a vendor
or other source. In the absence of this capability, there should be
procedures in place to ensure frequent update of WAF signatures or other
configuration settings.

Baseline signature updates are frequently issued and can be applied
from an online source or manually when direct internet access is not
available.

Fail open (a device that has failed allows traffic to pass through
uninspected) or fail closed (a device that has failed blocks all traffic),
depending on active policy.

Stingray Traffic Manager is fully clusterable and fault tolerant. If an
individual Stingray Traffic Manager server fails, the remaining clustered
servers will continue to operate and handle traffic. If all Stingray Traffic
Manager systems fail, the system will failclosed.

In certain environments, the WAF should support Secure Sockets Layer
(SSL) client certificates and proxying client authentication via certificates.

This is a core capability of Stingray Traffic Manager.

Some ecommerce applications may require FIPS hardware key store
support.

Stingray Traffic Manager supports FIPS hardware key support from a
variety of vendors.

Additional Considerations
Sites that rely on unusual headers, URLs, or cookies may require special
tuning.

Security rulesets in Stingray Traffic Manager can check for and correctly
handle unusual headers, URLS or cookies. Rulesets can be run in
‘detection’ (‘shadow’) mode to test unusual configurations before active
deployment, and can be refined using the Suggest Rules wizard.

Content that does not conform to HTML/HTTP RFCs or is otherwise
“unusual” may also be blocked without tuning of the default filters.

Ruleset filters can be tuned and refined as necessary.

DHTML, Asynchronous JavaScript and XML (AJAX), and other dynamic
technologies may require special consideration, testing, and tuning.

Ruleset filters can be tuned and refined as necessary.

Applications that require information about the underlying network session,
such as client IP address, may require modification if the WAF acts as a
reverse proxy.

Although Stingray Traffic Manager operates as a reverse proxy, it is
capable of spoofing source IP addresses using the IP Transparency
capability for applications that would otherwise require modification.

5.2 OWASP Top Ten Analysis
The PCI DSS specification states that a Web Application Firewall should protect against the vulnerabilities listed in the OWASP Top Ten
analysis2. With correct configuration, Stingray Traffic Manager can meet all of these requirements.
Cross Site Scripting (XSS)
XSS flaws occur whenever an application takes user supplied data and
sends it to a web browser without first validating or encoding that content.
XSS allows attackers to execute script in the victim's browser which can
hijack user sessions, deface web sites, possibly introduce worms, etc.

Stingray Traffic Manager Baseline Protection detects and drops traffic
that contains suspected XSS payloads through validation of all user
input.

Injection Flaws
Injection flaws, particularly SQL injection, are common in web applications.
Injection occurs when user-supplied data is sent to an interpreter
as part of a command or query. The attacker's hostile data tricks the
interpreter into executing unintended commands or changing data.

2

Stingray Traffic Manager Baseline Protection Wizard configures the
Web Application Firewall to detect and drop traffic that contains
suspected injection flaw payloads through validation of all user input.

http://www.owasp.org/index.php/OWASP_Top_Ten_Project
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Malicious File Execution
Code vulnerable to remote file inclusion (RFI) allows attackers to include
hostile code and data, resulting in devastating attacks, such as total server
compromise. Malicious file execution attacks affect PHP, XML and any
framework which accepts filenames or files from users.

Stingray Traffic Manager Baseline Protection detects and drops traffic
that contains suspected file execution attempts through validation of all
user input. If necessary, this can be augmented using and URL whitelisting and black-listing, configured manually and refined via the Suggest
Rules Wizard.

Insecure Direct Object Reference
A direct object reference occurs when a developer exposes a reference to
an internal implementation object, such as a file, directory, database
record, or key, as a URL or form parameter. Attackers can manipulate
those references to access other objects without authorization.

User input validation with the Parameter Ruleset Creation Wizard,
protection of session and other cookies with the Secure Session Wizard
and Cookie Jar Handler, and form protection with the Protect Form
Hander all prevent users from manipulating object references.

Cross Site Request Forgery (CSRF)
A CSRF attack forces a logged-on victim's browser to send a preauthenticated request to a vulnerable web application, which then forces
the victim's browser to perform a hostile action to the benefit of the
attacker. CSRF can be as powerful as the web application that it attacks.

CSRF is a fundamental weakness in the way that web sessions are
authenticated. Session protection with the Secure Session Wizard using
a low timeout makes it extremely difficult for an attacker to mount a
CSRF attack.

Information Leakage and Improper Error Handling
Applications can unintentionally leak information about their configuration,
internal workings, or violate privacy through a variety of application
problems. Attackers use this weakness to steal sensitive data, or conduct
more serious attacks.

The Payment Card Industry Wizard is an example of the response
filtering that Stingray Traffic Manager performs. The Response Body
Filter Handler and the Invalid Body Test Handler are used to mask out
sensitive information in outgoing data.

Broken Authentication and Session Management
Account credentials and session tokens are often not properly protected.
Attackers compromise passwords, keys, or authentication tokens to
assume other users' identities. Web applications rarely use cryptographic
functions properly to protect data and credentials. Attackers use weakly
protected data to conduct identity theft and other crimes, such as credit
card fraud.

Credentials and session information are encrypted, firstly via Stingray
Traffic Manager’s SSL or TLS transport encryption, and then using the
Secure Session Wizard and the Cookie Jar Handler in Stingray Traffic
Manager . Stingray Traffic Manager’s Request Rate Shaping can be
used to defeat dictionary attacks against login pages.

Insecure Cryptographic Storage
Web applications rarely use cryptographic functions properly to protect data
and credentials. Attackers use weakly protected data to conduct identity
theft and other crimes, such as credit card fraud.

Stingray Traffic Manager and Stingray Traffic Manager do not store or
generate any sensitive cardholder data, but are capable of inspecting
and masking any sensitive data, for example, using the Stingray Traffic
Manager Payment Card Industry Wizard.

Insecure Communications
Applications frequently fail to encrypt network traffic when it is necessary to
protect sensitive communications.

Stingray Traffic Manager’s SSL and TLS encryption can encrypt any
TCP network traffic, including all HTTP communications.

Failure to Restrict URL Access
Frequently, an application only protects sensitive functionality by preventing
the display of links or URLs to unauthorized users. Attackers can use this
weakness to access and perform unauthorized operations by accessing
those URLs directly.

© 2011 Riverbed Technology. All rights reserved.

URL accesses are protected by the Session Handler, Stingray Traffic
Manager ’s Entry Point Handler and white- and black-lists of URLs
enforced by preconditions in Stingray Traffic Manager . Complete
protection comes with the deployment of the URL Encryption Handler,
making it impossible for users to determine sensitive real, unencrypted
URLs.
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PCI DSS Checklist
6.1 Recommendations for compliance
•
•
•
•
•

Install Stingray Traffic Manager and create an application configuration for the web application you wish to protect.
Create a ruleset to protect the application, and deploy it initially in ‘detect’ or ‘shadow’ mode to test the security policy.
Apply the Baseline Protection Wizard to the ruleset to configure the core protection rules.
Apply the Secure Session Wizard to configure Cookie Jar protection and encryption of session cookies.
Apply the Payment Card Industry Wizard to protect against leakage of unmasked credit card numbers.

Verify the correct operation of your ruleset against test and live traffic, ensuring that no false positives (valid requests that would
be dropped) occur.
Deploy your ruleset in ‘protection’ mode to secure your application.

6.2 Additional tasks
•
•
•
•
•

Use the Suggest Rules Wizard to analyze live traffic and suggest additional protection rules.
Use the Parameter Ruleset Creation Wizard to analyze form parameters and suggest additional validation rules.
Deploy the Invalid URL Handler to drop malformed HTTP requests.
Deploy the Protect Form Handler to protect any forms that include hidden or protected form fields.
Selectively deploy the URL Encryption Handler to protect parts of your web site that may be vulnerable to direct URL access.

Review your configuration in Expert Mode, paying particular attention to when handlers are applied using preconditions. For
maximum performance, any handlers that modify page content need not be invoked against pages that do not contain or process
risky content such as forms and form handlers.
Test all rules in ‘detection’ mode before deploying them in ‘protection’ mode.
Put measures in place to monitor attack logs and deploy baseline protection updates as they become available.

Riverbed Technology, Inc.
199 Fremont Street
San Francisco, CA 94105
Tel: (415) 247-8800
www.riverbed.com
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